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Mat ma khoa cong khai

Bob: sinh cap khda (pk, sk) va dua pk cho Alice

Alice Bob
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Ham cwa sap (Trapdoor functions - TDF)
DPN: ham ctra sdp X—Y la bd ba thuat toan hiéu qua (G, F, F-)
» G(): thuét toan ngau nhién output cap khoa (pk, sk)

* F(pk,-): thuat toan don dinh dinh nghita mot ham X — Y
* F-1(sk,-): hamtwrY — X tinh nghichdao F(pk,:)

Cuthé: Vv(pk, sk)sinh b&i ham G
vxeX: F1(sk, F(pk, x))=x
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Ham ctra sap an toan

(G, F, F') 1a an toan néu F(pk, ) 1a ham “mét chiéu” :

c6 thé tinh xudi, nhwng khdng thé tinh nghich dao ma khéng c6 sk

Chal. Adv. A
(pk,sk)<«—G()

x & X pk, 'y < F(pk, x) ‘ X’

PN: (G, F, F1) 1a TDF an toan néu vdi moi thuat todn hiéu qua A:
Advoy [AF] = Prlx=x"] < “cwcnhd”
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Xay dwng hé mat khoa cong khai tw TDFs
*(G,F,F'): TDFantoan X —Y

 (Es, D) : hé& mat ma khoa dbi xirng an toan trén (K,M,C)
e H: X — K: ham bam

Ta xay dwng hé mat khéa cong khai (G, E, D):

Sinh khéa G:  gidong nhw G cho TDF
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Hé mat ma khoa cong khai tw TDFs
* (G,FF'): TDFantoan X—Y

* (E, D,): hémahoa doixing an toan trén (K,M,C)

e H: X — K: ham bam

E( pk, m): D( sk, (v.c)):
X X, Yy« F(pk, x) X «— F(sk, y),
K — H(x), c« E.k, m) K «— H(x), m « D¢k, c)
output (y, c) output m
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Str dung khéng dung ham Cura sap (TDF)

Khéng ma hda bang cach ap dung F dé& ma hoa ban ro:

E( pk, m): D(sk, c):
output ¢« F(pk, m) output F(sk, c)

Van dé:
* Day la hé ma don dinh: khong an toan'!
« TON tai nhiéu céch tan céng
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Nhac lai: S6 hoc modun hop s6

Xét N=pq v& p,q lacacsdnguyén to

Zy=1{0,1,2,...N-1} : (Zy) = {cac phan t& kha nghich trong Z}

BSdd: x ez, lakhanghich < gcd(x,N) = 1

« SO cac phan tr cha (Zy)" 1 o(N) = (p-1)(g-1) = N-p-g+1

Dinh Iy Euler: [ v xe (Zy) : x*N = 1 ]
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Hoan vi cra sap RSA

Ronald Rivest, Adi Shamir, va Leonard Adleman

Cong bo:  Scientific American, 8/1977.

Puwoc stir dung réng rai trong:

« SSL/TLS: ching thw sb va

trao doi khoa L ity

» e-mail va hé thong file an toan

... va nhiéu hé thdng khac

Y- _ : N e
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Hoan vi cra sap RSA
G(): chon hai sd nguyéntd p,q=1024 bits. Dat N=pq.

chon cac so nguyén e, dthod mane-d=1 (mod ¢(N))
output pk=(N,e) , sk=(N,d)

F(pk,x): Zi — Zy  RSA(X)=x* (in Z,

e 1 k
Fi(sk,y)=yi: o = RSA(X)d =& Xk(P(N)+ _ (X(P(N)) X = x
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Gia sir RSA

Gia st RSA: RSAla hoan vi “mét chiéu”

V&i moi ké tan cong hiéu quad A:

Pr[ A(N,e,y) = y"/° ] < “cyc nhd”

ddo6  p,g <« s6 nguyén td n-bit, N<—pq,
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Hé mat ma RSA (chuan 1SO)
(E,, Ds): hé mat ma doi xrng an toan.

H: Zy— K v&i Klakhéng gian khoéa cua (Eg,D,)

« G(): sinhthams6 RSA: pk=(N,e), sk=(N,d)

 E(pk, m): (1) chon s6 ngau nhién x thudc Zy
(2) y < RSA(X) = x¢ , k<« H(x)
(3) output  (y, Es(k,m))

. (y,c)): output D( H(RSA-(y)), c)
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Textbook RSA |la khéng an toan
Textbook RSA :
 khda cong khai: (N,e) Ma héa: c—m°® (in Z,)

« khoa bi mat: (N,d) Gidima: c®—m

Hé mat ma nay khong an toan !

= M3 hda trwc tiép véi hodn vi clra sdp RSA khdng phai 1a so d6 an
toan !
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Mot tan cdng don gian textbook RSA

khoa phién
ngau nhién k

Gid str k 1464 bit: k € {0,...,2%4}. Eve nhinthay: c¢c=k° thudc Zy
If k= k1'k2 vOI k1, k2 < 234 (prob. %20%) thi CIk1e - kze N ZN

CLIENT HELLO

SERVER HELLO (e, N)
c=RSA (k)

Buwéc 1: xay dwng bang: c/1¢, c/2¢, c/3¢, ..., c/23%¢ . time: 234

Buoc 2: voi k,=0,..., 234 kiém tra néu k,° nam trong bang. thoi
gian: 234

Output cép (Kq, ko). Tdng thdi gian tan cdng: =240 << 264
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RSA v&i s6 mi cdng khai nhé

Pé tang toc viéc ma hoa RSA, s dung s mi e nho: C
(mod N)

me

» Gia tri nhé nhat: e=3 (gcd(e, (N))=1)
« Gia tri nén dung: e=65537=216+1
Ma hoa: 17 phép nhan
Tinh bat doi xtrng clia RSA: ma hoa nhanh / gidi ma cham

 Hé ElGamal (bai tiép theo): thdi gian gan nhw nhau trong ca hai trwdng
hop
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Do dai khoa

Tinh an toan cua hé mat ma khoéa cong Khai nén dwoc so sanh voi
tinh an toan ctia hé mat ma khoa doi x&rng:

, RSA
Khoda dbi xirng Kich thwéc Modulus N
80 bits 1024 bits
128 bits 3072 bits

256 bits (AES) 15360 bits
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Bai tap (Ma hoa voi Textbook RSA)

Alice dwa cho Bob khoa cong khai RSA clia co ay:
modun N = 2038667 va sOmie = 103.

a) Bob mudn g cho Alice théng diép m = 892383. Ban ma ma
Bob gwri cho Alice la gi?

b) Alice biét rang modun N cua c6 ay la tich cua hai sO nguyen
td, mot trong hai so 1a p = 1301. Hay tim s6 ma gidi ma d cho

AI|ce
c) Alice nhan duwoc ban ma ¢ = 317730 tr Bob. Hay giai ma.
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Bai tap (Tan cong RSA véi modun nhd)

« Khoa cong khai RSA ctia Bob ¢6 modun N = 12191 va s6 m
e = 37.

* Alice guri cho Bob ban ma ¢ = 587.

« Khdng may, Bob da chon modun kich thuwéc qua nho.

- Ban hay gilip Oscar gidi ma bang cach phan tich thira so
nguyén to cua N va giai ma thong diép cua Alice.

* (Goi y. N c6 mdt thira s6 nguyén t6 nhd hon 100.)
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