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Alice Bob
X
. Enc Y Dec —
k k

® Cung khod k cho ca viéc ma hoa va gidi m3;

® Ham m3 hod va gidi m3 la tuong tu (thdm chi tring) nhau.
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® Thuit todn m3 ddi xting AES hay 3DES rat an toan, hiéu
qua, va dugc dung phd bién; tuy nhién
e Khoa dbi xiing k phai dugc trao ddi an toan!
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Van dé clia m3 kho4 kho4 ddi xiing
e Cé n nguosi dung.
e Luu trit cic c3p khoa phan biét rat khé.

Figure: O(n) khoa cho mdi ngusi ding
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Van deé ctia ma hoa khoa doi xing

® Alice va Bob c6 thé lira nhau;

e Vidu: Alice c6 thé khgng dinh r3ng c6 3y chua bao gid dit
hang TV truc tuyén tir Bob (anh 3y cé thé d3 bia d3t hang
clia cb 3y).

e D& ngin chin diéu nay: Tinh “khéng chdi bd duoc”.
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Noi dung

@® Mit m3 khéa coéng khai
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Mat ma khoa céng khai
Whitfield Diffie, Martin Hellman, va Ralph Merkle nam 1976
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Mat ma khoa cong khai

X y y X
— Enc > > Dec —
pk sk

Bob sinh cdp khéa k = (pk, sk) va dua pk cho Alice.
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Ung dung: Thiét 1ap khoa phién

Alice pk
Sinh khéa (pk, sk)

chon x ngau nhién

E(pk, x) (VD. 48 bytes)

X

Ung dung khong can tuong tac: (VD. Email)
® Bob gti email dugc m3 héa véi pk,j. cho Alice

e Cha y: Bob can biét pk

alice

(quan ly khéa céng khai)

alice
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Mat ma khoa céng khai

Dinh nghia
Mot hé mat ma khéa coéng khai |a b6 ba thuat toan

(G, Enc, Dec)

trong dé:
® G() : thudt toan ngiu nhién output c3p khéa (pk, sk)

® Enc(pk, m) : thuat to4dn ngiu nhién nhan m € M va output
ceC

® Dec(sk, c) : thuat toan don dinh nhan c € C va output me M
hodc L

Tinh dang dan: V6i moi (pk,sk) sinh béi G:

Vme M: Dec(sk, Enc(pk, m)) = m.
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Ham mot chiéu

Cac hé mat khoé cong khai dua trén cac ham mét chiéu.

Tinh fd&, tinh £ 13 kho!
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Ham mot chiéu

Hash
Function Output

Impossible

Source: https://computersciencewiki.org

T VIEN CONG NGHE THONG TIN VA TRUYEN THONG

g -A gms
B SCIT
13/22


https://computersciencewiki.org/index.php/One-way_function

D S T PSS S S ISP TSP SIS SSI IS

Ham mot chiéu

® Phan tich thita s6 nguyén té (RSA,- - ):
Cho hgp sb n, tim cac thira s6 nguyén t6 cha n
(nhan hai s6 nguyén t6: dé)

® Logarit roi rac (Diffie Hellman, Elgamma, DSA,---):
Cho a,y va m, tim x thod man

3=y modm
(Tinh mii & mod m: d&)
* Duong cong Elliptic(EC) (ECDH, ECDSA,- - -): téng quét
hoa clia bai toan Logarit rdi rac
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Do dai khoa va mic an toan

Déi xting  ECC RSA, DL Cha y

64 Bit 128 bit =~ 700 Bit an toan trong ngin han
(vai gio hodc vai ngay)

80 Bit 160 Bit = 1024 Bit an toan trong trung han
(c6 thé bi tin coéng bdi
chinh phi hodc t6 chirc 16n)

128 Bit 256 Bit ~ 3072 Bit an toan trong dai han
(trir khi cé may tinh lugng ti)
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Noi dung

© Ham clra sap
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Ham cda sdp (Trapdoor functions - TDF)

Dinh nghia

Ham cira sdp X — Y 12 bd ba thuat toan hiéu qua (G, F, F~1)
® G() : thudt toan ngau nhién output c3p khéa (pk, sk)
® F(pk,-) : thudt todn don dinh dinh nghia mét ham X — Y
® F1(sk,-): ham tir Y — X tinh nghich ddo F(pk,)

Cu thé: V(pk, sk) sinh bai ham G(), ta cé

Vx€ X:  Fl(sk, F(pk,x)) = x.

7| 4 R
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Ham clra sdp an toan

(G, F, F~1) 13 an toan néu F(pk,-) 13 ham “mét chiéu”:
c6 thé tinh xudi, nhung khéng thé tinh nghich d3o ma
khéng c6 sk

Chal. Adv. A
(pk,sk)<«G()

x & X pk, y < F(pk, x) N

Dinh nghia
(G, F, F~1) 1a TDF an toan néu v6i moi thut todn hiéu qua A:

Pr [x: )(] 13 “ nhd khéng dang ké”

VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Xay dung mat ma khoa cong khai tur TDF

BSt dau tur
® (G,F,F~') |1a TDF an toan;
® (Encs, Decs) 12 hé m3 hoa dbi xitng an toan trén (K, M, C);
e H: X— Ylaham bdm.

Ta x8y dung hé mat ma khoa céng khai

(G, Enc, Dec)

v8i ham sinh khoa chinh 1a ham G cho TDF;
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Xay dung mat ma khoa cong khai tur TDF

® (G,F,F~') |1a TDF an toan;
® (Encs, Decs) 13 hé m3 hod dbi xiing an toan trén (K, M, C);
® H: X— YIa ham bam.

Enc(pk, m) : Dec(sk, (y,c)) :
x<s X, y=F(pk,x) x=F1(sk, ),
k=H(x), ¢+ Encg(k,m) k=H(x), m= Decs(k, c)
return (y, c) return m
Sb'cT VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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St dung khong ding ham clra sap

Khéng m3 héa bing cich ap dung F dé m3 héa ban rd:

Enc(pk, m) : Dec(sk, ¢ :
return ¢ = F(pk, m) return m = F1(sk, c)
Van dé:

® Day |1a hé ma don dinh: khong an toan !

® Ton tai nhiéu cach tin cong
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